
Activebytes approach to Secure Configuration Assessment is Based on proven methodology and indus-
try-leading practices and compliance standards. Misconfigured assets and networks can easily pose a risk 
to your business and serve as attacking ground for attackers. The way to secure a system is by reducing 
its vulnerability surface. We achieve this through configuration assessment of your IT assets security 
hardening and configuration assessment through audit . 

We 
perform 

SCA

Interview key IT Infrastructure personnel 
& Data Gathering

Advanced and Intelligent scanning

Identify & Prioritize Assets

Security Configuration Assessment

Risk Classification

Remediation

Datasheet 

SECURITY 
CONFIGURATION 
ASSESSMENT 

Our approach 



Methodology

Operating System & Network Database

Password policy 

Account privileges 

Files & directories permission 

Auditing 

Account authentication 

Security of File system 

Account policy 

Network settings & Access control 

Logging & auditing 

Updates & patches 

Our final report will contain 

• Report on the current configuration and network functionality

• High-level description of recommended design architecture changes (if any) 

• High-level description of a prioritized recommended action plan 

Benefits
• Facilitates proactive correction of misconfiguration 

• Enhance system reliability and service quality 

• Increase efficiency, control and stability by improving tracking and visibility 

• With detailed knowledge, reduce costs by avoiding unnecessary procurement  

• Define formal policies, enforce auditing, asset identification, and status monitoring 
procedures 

• Harden surface area and reduce organizational risk 

• Improved tracking & visibility of security posture 

Contact us

contact@active-bytes.com

 www.active-bytes.com

 +971 50 513 3973


